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China issues Interim Regulations on the Protection of the Commercial Secrets of Central SOESs
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Statute Title: Interim Regulations regarding Protection of Commercial Secrets of Central SOEs
Issuing Department: SASAC Category: State-Owned Enterprises
Date Issued: 25 March 2010 Date Effective: 25 March 2010

On 25 March 2010, the State Owned Assets Supervision and Administration Commission (SASAC)
issued the Notice on Distributing Interim Regulations regarding Protection of Commercial Secrets of
central level State owned enterprises (“CSOEs”) (hereinafter referred to as the “Regulations”).
According to press reports these Regulations were issued in part in response to the highly-publicized
Stern Hu/Rio Tinto case. As such these regulations are of interest to CSOEs and other relevant parties

(including foreign enterprises and individuals) who deal with CSOEs.

Article 10 of the Regulations enumerates the potential scope of commercial secrets of CSOEs (subject to
the CSOEs’ own defined scope), including but not limited to daily operation information with respect to
strategic plans, management methods and business modes; reform and listing activities, mergers,
acquisitions and restructurings; transactions involving property rights; financial information; investment
and financing decisions; manufacturing, purchasing and sales strategies; resource storage, client
information, tendering and bidding; technical information concerning design, process, product formulae,

processing technology, production methods, knowhow, etc.

Under Article 11 of the Regulations, it is further provided that in case the scope of state secret changes,
commercial secret of CSOEs shall be upgraded to a state secret pursuant to lawful procedures. It is
unclear whether the main intention of this article is to prevent CSOEs from expanding the scope of “state
secret” on their own whim without having first gone through proper procedures, or to ensure that CSOEs

always timely upgrade their commercial secrets to state secrets in accordance with the latest definitions.

Article 21 of the Regulations provides that confidentiality agreements should be signed between CSOEs
and relevant third party where consultation, negotiation, evaluation of technology and work results, joint
development, technology transfer, joint venture investment, outside audit, due diligence or asset and
capital verification involving such commercial secrets is to be carried out. Article 22 of the Regulations
requires CSOEs to impose confidentiality requirements on all entities and personnel involved in domestic
and overseas listings process and disclosures. Furthermore, it is provided under Article 23 of the
Regulations that key project(s) or crucial negotiation(s) of CSOEs are to require “early involvement” by
state secret protection agencies in case anything in relation to national interest or security is involved.
Clearly these could potentially have an impact on the dynamics of any major transaction(s) between
CSOEs and third parties.

When a third party infringes upon commercial secrets of a CSOE: the Regulations merely specify in this
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instance that the CSOE may initial legal actions against any infringement of its commercial secrets, and

ask for cease and desist, specific performance to repair damages, and compensation (i.e., civil liabilities).
But readers should be reminded that according to relevant provisions in China’s Criminal Law and other
statutes providing for criminal penalties, if any infringement to the commercial secrets causes severe
consequences, or if the subject commercial secrets of such CSOE are actually classified as state secrets,
criminal liabilities would result and the legal consequences would therefore be much more severe.
Consequently, third parties dealing with CSOEs should endeavor to establish a proper paper trail (or
email trail) to show that any information/documents disclosed by the Chinese party have all been

provided within the proper scope of authority.
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SGLA member firms have offices in the following major cities in China: Beijing, Chengdu, Chongqing, Guangzhou,
Hangzhou, Qingdao, Shanghai, Shenyang, Shenzhen, Tianjin, Wuhan and Xiamen. For more information please go

to www.sglalaw.com
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